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During the past year, we’ve seen a dramatic increase in public 
conversation about the ethics of Artificial Intelligence (AI). 
Concerns about the impact of biased algorithms, lack of 
transparency, and how AI technologies are being and should 
be used have consistently garnered headlines in major news 
outlets around the world, part of a “techlash” against the large 
technology platform companies, such as Facebook, Google, 
and Amazon. 

In response, some of these companies have instituted 
principles, advisory boards, checklists, and other tactics to 
prove that they are thoughtful and responsible stewards of not 
only data and algorithms, but of our broader experiences in 
the digital and physical world. But while news coverage of the 
techlash has raised awareness of ethical and experiential issues 
of AI, it generally hasn’t addressed the implications for the 
organizations that buy, build, and implement these technologies 
to power digital experiences. 

This report, based on interviews with leaders from business, 
academia, and non-governmental organizations defines ethical 
issues resulting from the development and deployment of AI, 
lays out the approaches being tested and used, and proposes 
an approach to begin to address them. While this is a highly 
complex field and no single strategy is appropriate for all 
industries or companies, this report may be used as a guide 
to better understand the unique implications of AI, begin to 
socialize them within your organization, and build organizational 
capability to foster both trust and innovation among customers, 
employees, shareholders, partners, and the general public.
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The rapid commercialization of AI is only a 
few years old, but anxiety about the human 
and economic impact of new technologies 
is a constant historical theme. In 1492, a 
German Benedictine abbot named Johannes 
Trithemius published De Laude Scriptorum 
(In Praise of Scribes), in which he warned of 
the impact of Gutenberg’s printing press on 
the quality of manuscripts and feared for the 
livelihood of the monks who painstakingly 
copied them. Roughly 350 years later, Samuel 
F. B. Morse sent the first telegraph message 
from Washington to Baltimore: “What hath 
God wrought?” 

We’re at a similar crossroads with AI. It’s a 
powerful set of technologies with massive 
potential for business and society. But the 
ability of intelligent technology to enable 
organizations to act and learn autonomously 
and at scale is precisely why we need to 
be clear-eyed about its implications. The 
choices we make about AI today will affect 
our ability to innovate in the future. As 
importantly, those choices will determine the 
level of trust we are afforded by customers, 
consumers and the world at large. In an 
increasingly connected world, trustworthy 
digital experiences will become a critical 
differentiator.

Today the majority of news stories on 
responsible AI focus not on global business 

but on the large platform companies such 
as Facebook, Amazon, and Google. But the 
good news is that we have learned a lot from 
their very public successes and more public 
missteps. Today we’ve reached a teachable 
moment, an occasion to reflect on what 
happens when we innovate at the expense 
of trust or focus on trust at the expense of 
innovation. Trust and innovation aren’t a zero-
sum game; both must complement each 
other so we can build digital organizations 
and institutions that embody our values, 
treat people with dignity and respect, and, 
in so doing, drive growth and build brand 
preference and loyalty.

RESPONSIBLE AI IS 
FOUNDATIONAL TO TRUST

    

The choices we make 
about AI today will 
affect our ability to 
innovate in the future.
— Susan Etlinger, Altimeter
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Given that our lives — as patients, customers, 
consumers, resident, and everyday people 
— are increasingly influenced and defined by 
algorithms, it stands to reason that we must be 
able to build, deploy, and use them confidently. 
To do this, we first need to clarify a few points:

1.   Definition

AI exacerbates a number of existing trends, 
such as automation of human labor, and 
introduces new ones, such as algorithmic 
bias. But to take into account the desirable 
and undesirable implications of AI, it’s 
important to understand the unique 
challenges AI presents and how to think of 
“ethics” in this context. 

2.  Scope

Given that AI research and development are 
predominantly located within technology 
organizations, it seems reasonable to 
assume that technologists are primarily 
responsible for how these technologies are 
deployed. But because AI effectively gives 
organizations the ability to act and learn at 
previously impossible scale, its implications 
are far-reaching, affecting teams from 
research to engineering to product 
development, marketing, human resources, 
and legal and compliance.

3.  Stakeholders

Given the potential impact of AI across 
the business, it’s important to clarify both 
who should be responsible for identifying 

and addressing ethics issues and who are 
the stakeholders across and outside the 
organization. 

4.  Risk

While the regulatory environment is still 
nascent, it’s important to plan for the risks, 
both legal and reputational, of instituting (or 
not instituting) ethical AI practices, as well 
as norms for legal, research, and product 
teams to work together.

5.  Value

It’s (relatively) easy to identify societal harms, 
such as discrimination, but businesses 
also have a responsibility to customers and 
shareholders to identify, prioritize, organize 
for, budget, and measure the impact of 
issues and the effectiveness of solutions.

Defining AI
While there are as many arguments for how 
to define AI as there are definitions, two key 
attributes distinguish it from other types of 
technology: It can act autonomously, and it can 
learn, sometimes without human intervention.1 
These characteristics mean that decisions 
made by AI can compound over time, for 
better or worse. Better outcomes can include 
efficiencies, insights, and unanticipated 
opportunities. Worse outcomes can include 
unwanted assumptions that, when encoded 
into algorithms, perpetuate and even amplify 
errors or inequalities, often without visibility, 
guardrails, or an understanding of the impact.2 

AI ETHICS DEMYSTIFIED
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Defining Ethics
Ethics is, generally speaking, a system of moral 
principles that govern human behavior. We 
accept and understand these principles in 
the physical world, and they range from the 
trivial to the fundamental. Some are obvious 
and bound by law: Don’t steal; don’t hurt 
people. Some are subtle and unwritten: Face 
forward when standing in an elevator. Some 
are specific to certain cultures: Do present a 
business card with both hands. Don’t show 
people the soles of your feet. 

In the digital world, however, we don’t always 
have norms for appropriate behavior, nor do 
we have a way of addressing their short- and 
long-term impact. Some of the dynamics that 
tend to hinder ethics initiatives include:

 • Homogeneous teams
Lack of diversity in organizations often 
means that the very people who are most 

affected by technology do not have input 
into its design. 

 • Confusion
While there are many issues that AI either 
accelerates or exacerbates (such as data 
collection and use, automation, and 
others), some are unique to autonomous, 
self-learning technologies (such as facial 
recognition, for example) and therefore 
require specific interventions. 

 • Lack of visibility into the impacts
We know that hitting someone hurts 
them, but we don’t always know how a 
flaw in a dataset or data model, or lack of 
transparency in decision-making, affects 
people and, by extension, institutions, 
populations, and brands. 

Figure 1 lays out the primary ethics topics that 
are specific to AI:

The processes and 
techniques used to 
reveal and address 
societal and statistical 
bias in data models 
and algorithms that 
underlie products 
and services.

BIAS
The ability to 
provide customers, 
consumers, citizens, 
patients, and other 
constituencies with 
explanations for 
decisions made by 
algorithms.

EXPLANATION

How organizations 
use new interaction 
models, such as 
chatbots, voice 
agents, and robots, 
in a trustworthy 
manner.

AUTHENTICITY
& DISCLOSURE Policies and 

processes that 
govern the use of 
AI technology 
within and outside 
the organization.

GOVERNANCE
The human and 
business impact of 
ethical programs, 
policies, and 
processes on the 
organization.

IMPACT

1 2 3 4 5
Figure 1. Key AI Ethics Issues for Business

BIAS AND DISCRIMINATION
Bias in algorithms, and how it translates to 
human and business impact, is perhaps the 
most-discussed issue related to AI ethics. 
AI is fundamentally based on statistical 
reasoning: It uses patterns found in historical 
data (models) to predict the most-efficient 

path to the preferred outcome and executes a 
decision based on that prediction. Algorithms 
trained on data that naively represents a 
historical social or political bias will likely make 
decisions that replicate the patterns found in 
the historical data, often with harmful real-
world consequences, especially for vulnerable 
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populations. This can take the form of who is 
deemed eligible for a loan, who gets parole, 
and who is served recruitment ads on social 
networks. From a business standpoint, bias 
can undermine audience segmentation, 
recommendation engines, ad targeting, 
personalization, or any system that relies on 
business, language, image, or video data to 
draw conclusions or make predictions. 

For example, the “Gender Shades Project” led 
by Joy Buolamwini, a researcher at the MIT 

This is one thing when tagging photos in social 
media; it’s quite another when companies 
are using face-recognition technology to 
decide whom to hire, to identify a criminal 
suspect from a photograph, or simply using 
biometric data to unlock the door to a 

workplace.4 Because platforms use the same 
core technology across multiple use cases, a 
bias of this type can spread widely throughout 
governments and the economy, replicating 
and exacerbating inequalities that those 
entities might otherwise wish to work against.

Media Lab and founder of the Algorithmic 
Justice League, and Timnit Gebru, a research 
scientist at Google AI, demonstrated how 
the facial recognition software of leading 
technology companies tends to return far 
higher error rates when analyzing the faces of 
women of color compared to white men. “In 
the worst case,” Buolamwini wrote in a July 
2018 New York Times OpEd, “the technology 
was 34% less accurate for [dark-skinned 
African] women than it was for white men”  
(see Figure 2).3

Figure 2. Gender 
Shades Company 
Performance Metrics

SOURCE: JOY BUOLAMWINI, 
GENDER SHADES PROJECT, 
CC-BY-NC-ND
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EXPLANATION
AI is an extremely powerful set of technologies 
with a wide range of use cases. Yet while we 
can see the inputs (data) and the outputs 
(decisions, recommendations, predictions) 
from machine-learning algorithms, they are 
not always easy or even possible to interpret. 
Sometimes, the lack of explainability is a 
problem that can be easily addressed; at other 
times, explainability may be unachievable due 
to the differences in type between human 
and computational cognition. There may 
also be trade-offs between explainability 
and accuracy, as a more interpretable model 
may unintentionally obscure predictive yet 
unknown factors. 

Researchers around the world are working on 
building high-performance and explainable 
models to ensure that AI and machine-learning 
technology is able to provide customers, 
consumers, citizens, patients, and other 
constituencies the rationale for decisions that 
affect their lives.5 This can be as simple as a 
“Why am I seeing this post?” option in social 
media or as complex as a rationale for granting 
or denying a loan, or parole. 

The ability to interpret the rationale for 
recommendations or decisions made by 
algorithms is critical so that the organizations 
building and deploying AI can use these 
technologies in an informed, trustworthy, 
and reliable manner; in the European Union, 
according to GDPR, it is a right.6 At the 
same time, unless a person has a similarly 
sophisticated algorithm advocating on their 
behalf, that right may be aspirational, or 
entirely unenforceable. Says Dr. Vivienne 
Ming, Executive Chair and Co-Founder, Socos 
Labs, “A right that you have no mechanism for 
exercising is not a right.”

AUTHENTICITY AND DISCLOSURE
Currently, AI presents two primary issues 
related to trust in digital products, services, 
and systems: 

 • Realistic robots
Increasingly “lifelike” chatbots and voice 
agents that can fool people into thinking 
they’re human; and 

 • Synthetic data and content (deepfakes)
Technology that can automatically generate 
synthetic content, whether it is text, audio, 
video, or a combination. 

The conversation about authenticity, which 
began in earnest in the aftermath of the 
2016 elections, peaked again during the 
2018 Google I/O conference, when CEO 
Sundar Pichai demonstrated Google Duplex, 
a technology that enables a voice agent to 
replicate naturalistic human speech.7 The 
demonstration was so effective that it alarmed 
critics concerned about transparency and 
worried about how realistic robotic technology 
could be misused. Google quickly clarified that 
the product would include disclosure so that 
people interacting with it would be aware that 
they were interacting with a voice agent rather 
than a human being.8 

Deepfakes
The ability for AI to generate synthetic data 
and content (also known as “deepfakes”) is also 
extremely powerful. It can be used legitimately 
or illegitimately for entertainment purposes, 
business purposes, or political ones. In May 
2019, the Dali Museum in St. Petersburg, Florida, 
introduced an exhibition entitled “Dalí Lives” 
in which visitors could watch a video of Dalí 
constructed entirely from images and audio of 
Salvador Dalí during his lifetime and even take a 
selfie with the artist, who died in 1989.9
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Recently, the nonprofit OpenAI announced 
GPT-2, a new model that can generate 
language, useful for applications such as 
virtual assistants, prediction, and content 
generation. OpenAI claimed its model was 
so effective that it was concerned about the 
potential for abusing it. They chose to release 
a partial version, prompting both accolades 
and criticism.10

Synthetic content has legitimate applications 
in entertainment, media, and elsewhere, 
but it can also be used as a weapon of 
disinformation. In April 2018, comedian 
and film director Jordan Peele teamed with 
BuzzFeed to educate viewers about this 
issue; they produced a fake public service 
announcement in which former President 
Obama seemingly warned viewers about the 
dangers of fake news.11 In another example, 
hackers manipulated a video of Parkland 
shooting survivor Emma Gonzales tearing up 
a gun-range target, replacing it with a copy of 
the Constitution. 

Says John Villaseñor, a Senior Fellow at the 
Brookings Institution, “Because they are 
so realistic, deepfakes can scramble our 

understanding of truth 
in multiple ways. By 
exploiting our inclination 
to trust the reliability of 
evidence that we see with 
our own eyes, they can 
turn fiction into apparent 
fact. And, as we become 
more attuned to the 
existence of deepfakes, 
there is also a subsequent, 
corollary effect: They 
undermine our trust in all 
videos, including those 
that are genuine. Truth 
itself becomes elusive, 

because we can no longer be sure of what is 
real and what is not.”12 This is clearly a danger 
to civic life, but it is also potentially threatening 
to brand marketers and content strategists, as 
it is becoming relatively easy to hijack a brand 
or a person’s image for nefarious purposes.

REGULATION AND GOVERNANCE
Given the speed at which AI technology is 
moving, regulations, policies, and processes 
that govern its use lag far behind. As typically 
occurs with major technology shifts, such as 
the Internet and cloud computing, legislation 
will eventually address some issues, but 
legal frameworks conceived in one century 
inevitably fail to account for the technologies 
of the next. 

Currently, the General Data Protection 
Regulation in the European Union has some 
provisions for algorithmic transparency 
and explanation, in addition to detailed 
provisions for data collection and use, but it 
is enforceable only for “data subjects” (e.g., 
people who can be identified by their data) in 
the European Union. In the United States and 
elsewhere, situations vary given regulatory and 
cultural differences.13

IMAGE: THE DALÍ MUSEUM
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It will inevitably fall to governments 
and organizations to determine how AI 
technologies fit within their norms and how 
they will address the circumstances that fall 
outside applicable regulations and governance 
frameworks.14 These issues include questions 
such as internal controls and documentation, 
allowable use cases, and employee training 
and development.

MEASUREMENT
There is a growing conversation within 
organizations about how to measure the 
business value of deploying (or not deploying) 
ethics programs, policies, and processes 
and the impact to brand reputation, trust, 

customer loyalty, and so forth. Alphabet Inc. 
recently warned investors that flawed AI 
could affect revenues and operating results, 
while Microsoft warned of potential “brand or 
reputational harm.”15

What does all of this mean for business 
leaders? Simply that if we intend to unlock 
the potential of AI both to optimize and even 
transform organizations, we need to be clear-
eyed about the values of our organizations,  
the issues we need to manage, the risks we  
will likely encounter, the opportunities that 
lie on the other side, and how we intend to 
measure progress.
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    In many organizations, the impetus for 
responsible AI comes from people within 
and outside the organization: data scientists, 
developers, marketers, product managers, and, 
most importantly, customers concerned about 
the implications and effects of autonomous 
technologies. Yet even in organizations that 
were early advocates for responsible use of 
technology, not every leader or every employee 
agrees on precisely what it means and what 
form(s) it should take.

It’s tempting to assume that because AI 
projects originate within data science and 
engineering organization that these groups 
are exclusively responsible for designing and 
building ethical applications, products, and 
services. Some organizations have instituted 
a sort of Hippocratic Oath for data scientists 
and engineers in which they are asked to swear 
to “do no harm” with data, while others have 
built checklists for data scientists to help them 
identify areas where data sets or data models 
may yield problematic results. 

While these tactics help to promote awareness 
and a sense of accountability, they can also 
set up a false sense of security and can shift 
responsibility and blame to technical staff. 
Technical teams cannot operate in an ethics 
vacuum, nor can they solve every issue of 
bias, interpretability, or transparency using 
technology alone. Says Jake Metcalf, Founding 
Partner at Ethical Resolve, a company that 
helps companies operationalize their values, 
“A lot of what we hear from data scientists and 

machine-learning engineers is, ‘We're talking 
about this at work, but we don’t know what to 
do or how to operationalize it.’”

“This is not a technology problem alone,” 
argues Priya Vijayarajendran, Vice President 
Data and AI at Microsoft. “It’s a multidisciplinary 
problem that many people have to come 
together to solve.” To build trustworthy 
products and services requires a set of values, 
principles, processes, policies, and shared 
accountability — from research to product 
development to operations. 

To be clear, no organization has yet built 
out a fully functioning operating model for 
ethical AI or ethical technology; we are still at 
the very earliest stages of AI, not to mention 
understanding what ethics means in the digital 
world. But practices are emerging that, taken 
together, can form the basis for a roadmap. 

A ROADMAP FOR 
RESPONSIBLE AI 

This is not a technology 
problem alone.
— Priya Vijayarajendran,  
    Vice President Data and AI  
    at Microsoft
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Figure 3. Planning for Responsible AI

IDENTIFY ISSUES TO ADDRESS
Ethics is by its nature contextual, so it’s critical 
to build ethics capacity in a way that supports 
organizational values and culture. The first step 
is to identify and clearly define key issues that 
matter to the organization as a whole: how it 
learns about customers, how it treats them, 
and situations in which machine-learning 
technologies can introduce risk.

For many organizations, that means starting 
by looking for and trying to remediate 
unwanted bias in data sets and data models. 
Says Ethical Resolve’s Metcalf, “Bias is the 
most promising area for leveraging these 
topics into organizational change because 
it’s computational. It feels to engineering 
departments that this is something for which 
you can build a solution that is technically 
tractable in ways other things might not be.” 

At the same time, however, Metcalf cautions 
teams not to assume that addressing bias in 
data automatically equals fairness. “Bias is a 
subset of the fairness problem, and fairness is 
not technically tractable. There is no answer 
to what is fair. When we talk about bias, we're 
often talking about fairness, but there is no 
universal agreement on fairness, and there 
never will be.” As a result, bias and fairness 
issues must honor corporate values and existing 
governance frameworks to the extent possible.

One of the most common fears about AI ethics 
initiatives is that they will slow development 
and time to market. But some organizations 

have found the opposite to be the case. 
Rumman Chowdhury, Responsible AI Lead at 
Accenture, believes that establishing norms for 
responsible AI can actually be an accelerator 
for progress and is critical to the success of 
AI overall. “To get to better decision-making, 
you have to have responsible AI in place,” 
she states. “People need to be able to make 
ethical decisions, so there’s a balance between 
guidance and good judgment. We can’t rely 
only on checklists, because there is a point at 
which you have to exercise good judgment. 
People are worried right now because the 
industry doesn’t have a culture of norms. So 
the challenge is to cultivate that culture and 
community within organizations.”

    

To get to better 
decision-making, 
you have to have 
responsible AI in place.
— Rumman Chowdhury,  
    Responsible AI Lead, Accenture

IDENTIFY
ISSUES

EMPOWER A 
CORE TEAM

IDENTIFY
STAKEHOLDERS

DEVELOP
STRATEGY & 
ACTION PLAN

MEASURE
IMPACT, TEST, 
LEARN

1

Figure 3 lays out the steps needed to build and socialize a foundation for responsible AI. 
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Recommendations

Map AI ethics to 
corporate values

Agree on 
priority issues

Align with 
legal teams

Foster a 
culture of 
deliberation

Communicate

If inclusiveness or trust is a corporate value, are there places where AI-enabled 
products, services, or systems can enhance or undermine it?

Find issues that are important and tractable, such as a lack of representation in 
a dataset, potentially discriminatory attributes in a data model, or an update of 
terms and conditions or master service agreements to start. Useful questions 
might include the following:

1. Does our data reflect our current and desired customer base?

2. Are there unwanted biases in our data that lead to stereotypical or 
otherwise undesirable outcomes?

3. Do we have policies in place that clarify how our values translate to 
decisions related to product development, sales, recruitment, marketing? 

4. Do we have an opportunity to deliberate on these issues and determine an 
approach during product development?

5. Do we have processes in place to ensure that we continually assess our 
data and systems for unwanted bias?

6. Do we have provisions in our Master Service Agreements or Terms of 
Service to ensure that our partners and customers know, understand, and 
abide by our policies?

Work with counsel to understand legal implications to ensure that teams do 
not unwittingly put the company at risk of liability. 

Clarify rules of engagement and decision-making processes for internal 
discussions. Part of the value of an ethics initiative lies in the deliberative 
discussions that it stimulates and the organizational capabilities it helps 
develop internally. 

Set expectations up front about what issues the team seeks to address, who 
the stakeholders are, criteria for decision-making, and when and how you will 
communicate progress.
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EMPOWER A CORE TEAM
The first principle of AI ethics teams is that they 
should be small, agile, trusted, and resourceful. 
They should not become a bureaucracy, a 
roadblock to innovation, or, worse, “the ethics 
police.” And because AI is still relatively new, 
AI ethics teams should function as a change-
management resource that is useful until the 
organization develops enough knowledge 

and resilience internally to address AI ethics 
more broadly. As a result, even in the largest 
organizations, ethics teams are generally very 
small, are composed of existing staff, and 
focus on ethics in addition to their “regular” 
roles. Few are exclusively dedicated to AI or 
technology ethics more broadly. 

Recommendations

Domain expertise 
and passion

Diversity

Tolerance for 
ambiguity

Clear scope

Identify people with domain expertise on AI and/or ethics and social science 
and a passion for the topic.

Diversity (on the core team and among stakeholders) is critical to reflect as 
many types of experience as possible. This goes for role and level as well.

This is a new and complex topic for many businesses, so it’s important to be 
able to navigate through ambiguity and be willing to take considered risks.

Every organization is different, but following is a representative scope for 
corporate AI ethics teams: 

1. Identify issues. Help researchers, data scientists, engineers, operations, 
sales, marketing, and other colleagues identify, understand, prioritize, 
and resolve issues;

2. Principles. Develop and/or refine and socialize a set of principles to guide 
decision-making and policy development;

3. Governance. Develop and/or refine policies and processes;

4. Products and services. Embed ethics into product and service 
development processes and practices and help colleagues in 
compliance, legal, HR, and elsewhere instantiate them into the business;

5. Employee engagement. Create safe channels for employees to raise 
issues and for teams to deliberate on them;

6. Policy. Collaborate with internal and external advisors to collect feedback 
and propose industry standards; and

7. Communication. Educate employees, customers, consumers, and 
external stakeholders on salient issues, and collect feedback from them.

2
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DEFINE A STAKEHOLDER LIST
Larger organizations typically have a wide-
ranging group of internal and external 
stakeholders, comprising research, 
engineering, product management, design, 
legal, human resources, communications, 
public policy, ecosystems, human rights 
organizations, and beyond. Beyond teams, 
however, one of the most fundamental drivers 
of ethical AI is a diverse and empowered 
workforce. Lily Jampol, Ph.D., Social Scientist 
at ReadySet, a diversity and inclusion 
consultancy, says, “AI is not really distinct from 
other technologies in that the more diversity 
of perspective and backgrounds you have, 
the more likely you are to spot problems you 
wouldn’t have seen otherwise.”

It’s also critical to recognize that trustworthy 
technology is something that customers want 
and will ask for. “Our technology needs to 
be transparent and accessible,” says Tatiana 

Mejia, Head of Production Marketing for Adobe 
Sensei. “We need to help people understand 
the levers and attributes that drove a particular 
decision. As our tools continue to enable scale, 
we need more transparency because they’re 
moving so fast. Our customers are requesting 
ways of understanding how AI is driving the 
result that they’re seeing.”

Over time, as ethics programs mature within 
organizations, there will be few people 
explicitly tasked with ethics and more shared 
accountability across the organization. “There 
shouldn’t be just one person in charge,” says 
Michelle Carney, Lecturer at the Stanford 
d.school. “If we want to design ethical products 
and services for everyone, the best way to do 
it is to empower the people actually working 
on them to have accountability and make sure 
incentive structures are in place to enable 
employees to call things out as needed.”

3

Research and 
Data Science

INTERNAL STAKEHOLDERS

Product 
Development 
(Product 
Management, 
Engineers, User 
Experience 
Researchers and 
Designers)

Consider impacts of ethical and societal implications of AI models, and disclose them 
in research papers. This is standard practice in academia but emerging in business.

Consider impact of using a protected data class in a data model, as that may lead to a 
biased decision.

Look for collinearity (e.g., highly correlated variables, such as zip code and race) and 
data leakage, both of which can result in biased outcomes.

Consider places in digital products where it is possible to alert users to low      
confidence or potentially ambiguous results. 

Conduct an ethics pre-check as a way to discuss whether a proposed product, 
service, or feature could potentially result in biased or unintended outcomes. If using 
agile methodologies:

 • Include the ethics pre-check in the “definition of ready” and “definition of done.” 
 • Build in a retrospective to identify what went well and what should be done 

differently next time. 
If your organization uses agile methodologies, adding ethics as an attribute of 
readiness, completeness, and success will scale.

Recommendations

As with the core team, identify stakeholders that will represent the widest possible spectrum 
of background, experience, culture, domain expertise, and role within the organization.
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Customers

Non-Governmental 
Organizations

Ethicists

Government

Shareholders

INTERNAL STAKEHOLDERS, CONTINUED

OTHER STAKEHOLDERS

Legal

Human Resources

Diversity and 
Inclusion

Communications

Work with customers to educate and empower them: 
 • If you are a business-to-consumer company, this may consist of disclosures 

in digital products and services, provisions in terms of use, and other digital 
content to educate consumers about ethical AI. 

 • If you are a business-to-business company, this may consist of the above, plus 
white papers, executive briefings, and consultations with customers if they have 
questions or concerns.

Engage with NGOs or other expert advocacy groups like World Economic Forum, 
Omidyar, Partnership on AI to ensure you are listening to and learning best practices, 
as well as sharing what you have learned. 

Engage with applied ethicists at academic institutions to preview key decisions and 
collect insight on potential ethical issues and solutions.

Engage and maintain dialogue with think tanks and policy advisors on issues related 
to using artificial intelligence inclusively, fairly and for the public good. 

Begin to build, and continually test, a way to evaluate the impact of ethical 
technology use on key metrics such as brand preference, risk mitigation, customer 
and employee loyalty,  and other key performance indicators (KPIs).

Partner with your legal department to:
 • Better understand data privacy laws, such as GDPR and others, to ensure that 

you are not unintentionally exposing the company to risk.
 • Craft acceptable use policies that cover how customers and consumers may use 

your products and services in situations where there is no legal precedent. 

Educate yourself on emerging guidelines and regulations on how AI may be used 
within governments or countries. 

Engage and partner to understand and update employee processes (onboarding, 
performance reviews, incentive structures) and resources (intranet, managers) to 
account for issues and opportunities raised by AI ethics.

Diverse teams make scenario planning and bias identification easier and reduce the 
likelihood that a similar group of people will view a situation in the same way. Engage 
with D&I teams to identify places where ethics and diversity and inclusion programs 
can support each other.

Work with marketing and PR to understand how they engage with customers at the 
point of purchase and to develop clear, trustworthy messages about how you do (and 
don’t) use AI. 
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DEVELOP A STRATEGY AND  
AN ACTION PLAN
Once you’ve assembled an initial stakeholder 
list, the first thing to do is listen — not only 
to internal stakeholders, but to external 
stakeholders as well. Paula Goldman, Chief 
Ethical and Humane Use Officer at Salesforce, 
says, “These issues are really complex, and 
opinions differ in and across cultures, so we 
must be much more inclusive around finding 
solutions from civil society and beyond in a 
really meaningful way.” This means actively 
engaging with outside and internal stakeholder 
groups, listening, collaborating on solutions, 
and building accountability. 

A good first step is to collectively agree on a 
few key priorities to tackle first. This may mean 
clarifying responsible AI principles, evaluating 
the product development process, or updating 
terms of use. Whatever the starting point, plan 
both at a micro (where can we show impact 
first?) and a macro level (what issues are likely 
to emerge that we should plan for?).  

The good news is that many organizations, 
such as the World Economic Forum, Omidyar 
Network, Data & Society, The AI Now Institute, 
and others, are excellent resources. “There is 
a community of practice around these issues”, 
says Salesforce’s Goldman. “It’s really important 
not to reinvent the wheel. These problems 
can’t be solved as islands — it's important to 
have as many civil society voices at the table 
as possible. If we’re going to shift norms about 
technology, we have to work together.”

Leverage Corporate Values  
and Principles
Companies like Microsoft, Workday, and 
Salesforce tie their ethics programs to 
established corporate values. For example, 
principles for trustworthy AI are prominently 
featured on the Microsoft website and permeate 
development at the firm.16 They include:

 • Fairness 
AI systems should treat all people fairly.

 • Inclusiveness
AI systems should empower everyone and 
engage people.

 • Reliability & Safety
AI systems should perform reliably and safely.

 • Transparency
AI systems should be understandable.

 • Privacy & Security
AI systems should be secure and respect 
privacy.

 • Accountability
AI systems should have algorithmic 
accountability.

Leverage Existing Processes
One way to foster norms is to leverage 
established processes and operations. 
“Companies like Intel and others have a 
commitment to human rights principles 
and an ethical code of conduct,” says Chloe 
Autio, Policy Analyst, AI and Privacy Policy, 
at Intel Corporation. “So we see AI ethics as 
an extension of these principles and values 
rather than as something new.” One place 
where companies can focus early on is the 
agile development process (or the product 
development process more generally); 
specifically:

 • Instituting an ethics “pre-check” at the 
beginning of a sprint;

 • Adding in ethics questions or checks to the 
definition of “ready” and the definition of 
“done” (DoR and DoD); and

 • Instituting a retrospective to identify 
what went well and what should be done 
differently next time. 

2
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The benefit of this type of approach is that 
if all development teams use the same 
development methodology, these ethics 
“checks and balances” will scale and, as 
importantly, become consistent across the 
company. This also goes for companies using 
cloud-based AI platforms and services from 
companies such as Microsoft, Accenture, IBM, 
and Salesforce. 

Leverage Emerging Technology  
Tools and Resources
While no technology tool or service can fully 
automate ethics within an organization (or 
elsewhere), research and tools are emerging 
that will begin to add scale and consistency to 
responsible technology programs. Over time, 
we will begin to see existing platforms include 
ethics assurance capabilities, and systems 
of record will emerge. Following are a few 
examples:

1.   Algorithmic impact assessments

The AI Now Institute, an interdisciplinary 
research center focused on understanding 
the social implications of AI, has published 
an “Algorithmic Accountability Policy 
Toolkit” that, while it is intended for legal 
and policy advocates, is also a highly useful 
resource for industry.17

2.  Ethics checklists for data scientists

Deon, a tool developed by DrivenData 
Labs, is a tool that enables data scientists 
to add an ethics checklist to data science 
projects to better understand and address 
issues such as informed consent, exposure 
of Personally Identifiable Information (PII), 
various types of bias, and other issues.18

3.  Bias checks

Accenture offers an AI testing service to 
enable users to check for bias in data sets 
and data models.19 IBM has deployed trust 

and transparency capabilities for AI on 
the IBM cloud to enable users to better 
understand, monitor, and manage both 
inputs and outputs of data models.20

4.  Explainability

Microsoft has open-sourced InterpretML, 
an AI toolkit to enable developers to 
experiment with ways to interpret models 
and systems.21

5.  Governance and transparency

IBM has released a research paper that 
proposes the Supplier Declaration of 
Conformity (SDoC) as a framework to 
build trust in AI-enabled products and 
services. An SDoC is essentially a fact 
sheet that would include the product’s 
“purpose, performance, safety, security, and 
provenance information to be completed 
by AI service providers for examination 
by consumers.”22 To operationalize ethics 
across the organization will require a 
combination of “red teams”; e.g., teams 
that can use adversarial methods to audit 
algorithms and systems of record that 
can document drivers for machine-based 
decision-making, changes to data models 
over time, and decisions made by humans. 

Leverage Existing Customer 
Experience Principles and Guidelines
Because ethical norms underpin the customer 
experience, it’s critical to think of them as an 
enabler of quality and customer experience 
rather than a hurdle to address. To do this, 
it’s important to build relationships from the 
ground up and raise awareness internally. 
“You have to cultivate an environment of 
psychological safety,” says Kathy Baxter, Ethical 
AI Architect at Salesforce, “where the people 
who are closest to the work feel safe finding 
issues. They’re the ones most likely to find 
issues early, so why wouldn’t you listen to that?”
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One way to build an ethics mindset into 
product development is to incorporate 
discussion of ethical issues into the 
development process as a matter of course, 
rather than viewing it as an outlier or 
unanticipated roadblock. Following is a set of 

simple “thought-starter” questions that can 
be used to inform a business case, create a 
Product Requirements Document (PRD), during 
weekly scrum, and at other key points during 
the product development process.

Recommendations

Ethical 
Principles

Ethical 
Practices

Ethical 
Use

As you develop a scope of work for responsible AI or other technology, 
consider these three categories: 
1. Organizational values or principles
2. Processes and practices already in place
3. How the technology, product or service will be used

Following is a set of starter questions to inform planning.

What values do we uphold as an organization? Have we communicated and socialized those values?

How could AI technology threaten or help us uphold those values? 

How could this product or service be abused or attacked, and can it be prevented?

What external resources or stakeholders, such as human rights organizations, would help us 
better understand the potential impact of AI on our business?

What data science, engineering, design, and governance practices can we use to mitigate 
biases that conflict with our values AND our ability to innovate?

How complex/valuable are they? Are there any places we can focus for quick wins and learning?

What methodologies could make our products and services more trustworthy?

Does our product create or exacerbate unwanted outcomes for customers, customers' 
customers, or society based on race, religion, gender, or other sensitive categories? 

What is the worst possible article that could appear in the press as a consequence of our 
product or service?

How will we educate, reward, and protect employees for identifying and mitigating ethical risk?

How will we know whether these practices work?

What can we share with our ecosystem: vendors, partners, academia, the industry at large?

What are our primary use cases for AI technology? Are there use cases we will not allow?

What are the human, brand, legal, and business implications? 

How do we track the human impact of our product or service? Are some groups 
disproportionately affected?

How do we make decisons and learn from them?

How do we manage the trade-offs? Who will make those decisions?

Whose interests, desires, skills, experiences, and values have we simply assumed rather 
than consulted? 

How will we educate our employees, customers, and other constituencies?

How will we measure the impact on our business?

What is our responsibility to employees? Shareholders? Vendors and partners? Society?
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MEASURE IMPACT, TEST, LEARN
One of the core issues in AI ethics is the 
question of how organizations evaluate the 
impact of ethical AI programs on the business. 
One way to approach measurement is to 
set goals for the ethics program itself while 

aligning it with established organizational 
metrics. This would entail two types of 
evaluations: one to gauge momentum of the 
ethics initiative itself, and another to connect 
it to the business at large. 

Recommendations

Start small

Measure 
to learn

Look both at 
deliverables 
and impact

When in 
doubt, align 
with values

Focus on one to three key metrics that you want to better understand: Is the 
team able to identify and socialize principles and issues? Are there roadblocks 
to alignment or implementation? What is accelerating or slowing momentum?

Especially at the outset, use measurement as a learning tool rather than as an 
indicator of performance until you have a relatively stable set of policies, processes, 
and tools and enough history to start to understand patterns and trends. 

Potential deliverables:

 • Has the team developed, socialized, and helped to establish 
recommendations, such as principles, processes, and practices?

 • Are they being implemented internally? What is the feedback?

Potential impact:

 • Is it possible to identify places where the team has remediated risk within 
the company?

 • Is trust a differentiator for your product, service, or company? 

 − Can you begin to understand the impact of ethics programs on 
customer and employee trust?

 − Are customers mentioning ethics and/or responsible processes as an 
indicator of trust in your brand? 

 • Can you see, anecdotally or with quantitative data, an impact on any of  
the following?

 − Customer churn 

 − Brand reputation

 − Customer experience

 − Employee engagement/loyalty

 − Growth

 − Legal risk

 − Innovation/time to market given time spent debating courses of action

“A learning mindset is fundamental,” says Tim O’Brien, GM, AI Programs at 
Microsoft. “Your organization may or may not already have a process for 
applying judgment to potential issues. You may have to invent a new workflow, 
but it must be motivated by supporting the values of the company.”

5
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AI is still an emerging discipline, and no one has all the 
answers. Listening, educating yourself and your organization, 
and agile experimentation are key. But while this is a complex 
topic, it is by no means a zero-sum game between trust and 
growth. O’Brien says, “The world is changing because of this 
technology, so we need to change too.” 

CONCLUSION
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Socos Labs, Vivienne Ming, Founder and Executive Chair, and Bulbul Gupta, Founding Advisor, 
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